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Preface

Between May 36 and June 152007, the four partners and two research collabmaf the
PRISE project held six so-called ‘interview meesnig Austria, Denmark, Germany, Norway,
Hungary and Spain. The interview meeting is a netthat combines debate, completing a
questionnaire and group discussions. An intervieseting takes three hours and is normally
held as an after work event involving 25-35 papieits. The six interview meetings of the
PRISE project resulted in six national reports. Sehsix reports are the basis for this synthesis
report. The synthesis report combines the resiiltiseonational reports and gives an overview
of the participants’ attitudes towards new secugghnology and privacy issues and points out
the national differences. An overview of the sixiorgal reports can be found in Annex 6.

The report will occasionally use the terms Spamiaforwegians etc. when naming the
participant groups from the respective countrieg, these only represent the attitudes of the
group, not the population.

This synthesis report includes a short introductmithe relevant countries, with an emphasis
on the different understandings of security andhnietogy that are reflected in the national
interview meetings. In Chapter 2 the report wiliefly go through the attitudes towards

specific technologies. Chapter 3 is the main chiagscribing the general attitudes towards
privacy and new security technologies. It will mgiconcentrate on what factors determine
the boundaries of privacy and participants’ acasgeaof security technologies. Finally the

report looks at democratic issues and presentopatpfor privacy enhancing implementation
of new security technologies.

The report's main findings are summarised in d finaclusion.

Methodology

The organisers in the six countries carried outrthgonal interview meetings based on a
predefined manual that describes the method arebk dhlvorough instruction of how to carry
out interview meetings in the context of the PR[B&ect — the manual can be found in Annex
1. This part of the preface will briefly address tielevant methodological issues and the value
of the collected statistical results.

The interview meeting

The interview meeting is a method to gain knowledfy@hat a group of people think and feel
about complex technologies. It is not a method thgims to represent the whole population;
rather it aims at including a diverse selectiortitizens selected on the basis of demographic
criteria such as age, gender, education and odgoupat

Using group interviews and a questionnaire, a groligbout 30 people are asked at the
interview meeting about their perceptions and pezfees in relation to a technology, a
technological development, challenge or problemaAsile, interviewees do not possess any
expert or professional knowledge about the teclygyin question. However, prior to and
during the meeting, the participants are informéthe advantages and disadvantages of the
technology in order to give them a balanced antuéhacommon starting point. In the PRISE
project, this information is based on the scenad®gloped in WP4 and the dilemmas these
scenarios focus on. These can be found in Annex 3.



Page 6 Dn

The two methods of questionnaire and group intarsieomplement one another well; the

guestionnaire ensures that all the participantshaad and that there is comparable data
relating to the most important areas. The grouerurtw, on the other hand, creates a lively
debate and ensures that the participants can mdhspects that are not addressed by the
guestionnaire and that different arguments areldatied.

National recruitment and group compaosition
Due to national differences, not all the interviemeetings were conducted as originally
planned.

The Austrian preparations deviated from the invimeeting manual in the recruitment of
participants. The Austrian participants were rdedii by phone instead of by mail.
Unfortunately, only 17 out of 27 confirmed partiaigs showed up at the meeting. In
consequence, only three instead of four groupvigess were conducted. The final group of
participants was not as diverse as originally idegh it was biased towards older people,
people with longer education and women. Collateth whe total quantitative data of all
participants in the six countries, this should haesulted in a more privacy aware group.
However this is pure conjecture, as some counktrd@® not witnessed systematic scepticism
as a result of similar biases.

In Germany as well, the recruitment process washtesome. After not receiving sufficient
feedback on the invitation letters, the German misga chose to advertise for participants in a
local newspaper. At the meeting, the Germans aisountered a high dropout rate. On this
background the meeting had no representation of thieaGerman organiser considered to be
short education, just as there was an overrepisambf male participants.

In Spain the organiser arranged four separate ng=etather than one collected due to Spanish
working hours and after work habits. Also the Sphnorganiser insisted on a different
recruiting process, arguing that mailed invitatiomsuld be regarded as ‘spam’, whereas
advertisements and diffusion of recruitment fornesild be more conducive to the needed
feedback. The recruitment was then completed by@lamd the final group was stratified in
accordance with the manual. There is no indicatian this approach should have biased the
findings of the Spanish interview meeting.

The Hungarian organiser also used telephone rewunitinstead of letters. The methodology
of the random selection of participants and telegh@cruitment might prove to have a higher
degree of randomness, as the human contact makpsssible to encourage people to
participate in the meeting — people who would haeen unlikely to reply to a written
invitation in any country.

The Norwegian interview meeting followed the infewv meeting manual carefully and the
participants were recruited as described in theualarOf the 26 participants who showed up
at the meeting, there was a slight overrepresentafi people with long education.

The Danish interview meeting also followed the nanalosely. Again, not all invited
participants showed up at the meeting, so evengtihdiie final group did have the expected
composition of age and sex, there was a lack oplpewith shorter educational background
which resulted in an overrepresentation of medindhlang educational backgrounds.
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Between the countries we find great variation i@ finoportion of participants with children,
both with children living at home and living elsesvh. There is no apparent explanation for
this phenomenon, but one could speculate that ¢ineodraphics vary from city to city and
from country to country, just as differences in lwand family culture may play a role in who
were able to participate.

Statistical approach

This report will feature several statistics basedh® collected data from the meetings. The six
meetings gathered a total of 158 participants, 85109 percent of the participants were
female, 59.5 percent had children, and 50.6 percadttertiary educationThe median age
was 47 years and the average 45.3 years. Theiparis were distributed as intended between
the three age groups and the two genders. Howthegubset consisting of people with long
education was bigger than originally intended. Tigares on the composition of participants
are listed in Annex 2.

The composition does not seem to influence theitgtiske results significantly, as we find no
indications that certain arguments were repressele debates. We find the same arguments
presented in all the participant countries, whichlidates the findings. However, the
quantitative results could be slightly biased tadgaa more critical view of security technology
and greater awareness of privacy, as this is thergetendency of longer education in the data
available from the meetings.

Since the report is not based on a random seleofi@itizens from the participant countries,
the report will not feature specific numbers anccpatages, but rather speak of tendencies. If
one wishes to look at the actual statistics, pleafeg to Annex 5.

1 ISCED-97 level 5 & 6.
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Executive Summary

This report analyses the results of six so-caligdrview meetings in six European countries.
The results from each meeting have been analysstk inational interview meeting reports.
On the basis of these six national reports, thigh®sis report gives an overview of the
participants’ attitudes towards new security tedbgy and privacy issues and points out some
national differences.

Nuanced opinions among participants

The participants at the six interview meetingshia $ix different countries had a broad variety
of opinions and some very nuanced attitudes towpridgcy and security. The participants

showed great insight as well as willingness towliscand argue for their opinions and to listen
to and learn from the opinion of others. The paréints could roughly be divided into three

groups; the biggest group is the participants whoegprivacy over security, the second group
is the participants that emphasise the need farggtechnologies and finally there is a group
of undecided participants.

Acceptability of technologies depended on many factors

The participants are very split when it comes te tjuestions of the necessity of security
technologies, the extent of the threat from teemmod crime and the balance between privacy
and security. Generally, the vast majority feelcamfortable about their privacy being
infringed and can only accept infringement in derfdaces and situations. Places or situations
where the participants find the risk of terror anme to be increased make the implementation
of different security technologies more acceptablparticipants. Airports or places with high
crime rates are good examples of this. Other factbat make privacy infringing security
technologies more acceptable include familiaritgnvenience and authorisation by court
order.

Concerns about new security technologies

The participants have a number of concerns abopleimenting new security technologies.

They are concerned that the technology is ineffectind that criminals, commercial interest

and governmental institutions will misuse it. Thae also concerned about the individuals
behind the technology and the amount of persoriatrmation these people can access. The
participants also make the point that once teclgiedoare implemented it is unlikely that they

will be withdrawn again — even if they prove toibeffective.

It is interesting to note that the threat of terdmes not seem to be as important to the
participants as the threat from crime. Furthermibiis,worth noticing that there is a clear limit
when it comes to surveillance of the physical bdadye participants also indicate that function
creep — technologies or data being used for sonmgtlise than the original purpose — is
unacceptable.

Public debate needed

The vast majority of the participants emphasisesited for public debate on questions about
implementing new security technologies. They findvery important that new security
technology is subjected to sincere evaluation inopan and transparent process that also
includes human rights organisations and technoéogperts before it is implemented. Citizens,
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experts and human rights organisations must belviestoto some degree all the way from
research to implementation.

Basic conclusions
The analysis can be summed up in certain basidwsions based on the input from the vast
majority (more than 80 percent) of the participants

Basic limits of acceptability

= The threat of terror as such does not justify mypwiafringements
= Physically intimate technologies are unacceptable

= Misuse of technology must be prevented

= Function creep is not acceptable

What makes security technologies more acceptable?

= Proportionality between security gain and privazssl

= Court order

= Strict control

= Privacy infringing security technologies must be kst option
Democratic demands

= Public debate

= Broad involvement

= Always analyse privacy impact
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Chapter 1 Overview of National Differences

When reading the national reports, it is evideat the participants from the six countries have
different basic understandings and perceptioneefdérms security and privacy. Differences in
perception of threats, differences in trust in athand in institutions and differences in
perception of privacy are shaped by history, matliention, recent incidents and debates. The
basic understandings serve as an influential bagkdf common references and established
norms that shape the debate. A rough generalisafidhese differences can function as a
guide for the reader since it puts the nationdédghces into perspective.

1.1 Spain

Spain has a history of terrorist attacks from tAé\ Brganisation and only a few days before
the interview meetings ETA ended their ‘temporaeasefire’. Furthermore, the interview
meting was held in Madrid where in 2004 there wasréous terrorist attack with bombs on a
number of trains. On that background the Spanishicpzants could be expected to be
especially aware of the threat of terror and thedrfer security. This does not seem to be the
case. Instead the Spanish report more than onchasmsps that the most important issues for
the participants were gender violence and sexuabskment. Many of the security
technologies were debated in light of this. Theoreplso emphasises a big mistrust in official
institutions and commercial interests, which in emh leads to mistrust in new security
technologies. As others, the Spanish participanstrust the people in direct control of the
technologies. They do not, however, only focus @suse, but also on human errors. Finally, it
should be noted that more than half of the pawitip changed their attitude at the meeting,
some became more privacy aware and some became puositve towards security
technologies.

1.2 Hungary

In Hungary as well, there was a great change incgaaints’ attitudes because of the meeting.
Here the participants clearly called for more infation and more debate — some expressed a
feeling of lack of education in schools and sonleddor TV-programmes that deal with the
issues. Even more explicitly than in Spain, the guran participants expressed mistrust in
official institutions. General mistrust explodedtlaautumn when a leaked recording of the
prime minister admitting lying and accusing fell@aliticians of the same was followed by
public uprising. After several incidents of misusiepower the police struggles with a bad
image. The debate over public moral, or lack thiers®emed to influence the perspectives on
the need for security technologies — the Hunggpemticipants called for a change in morality
over implementing technological solutions to seguproblems and some argued that new
security technologies might even help improve tgiad moral. On top of that, the Hungarian
meeting, as the only one, also expressed hope fatianal security industry and that this
could attract capital to the country.

1.3 Norway

The Norwegian participants expressed little feateoforist attacks. They accordingly dealt
with security technologies in the light of otherrfe of crime. The frame of the meeting was
also affected by earlier public discussion overltiternet phenomenon ‘Facebook’ — a social
networking website where users voluntarily shanesq®al information. Consequentially, data
retention was discussed a lot and the major parthef participants was critical towards
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commercial interests and their willingness and iidgy to infringe on their privacy. In
addition the Norwegian participants appeared tabee critical towards locating technologies
than any other group. At the same time the Norwegianly had little debate on camera
surveillance, which too distinguishes them from thikeer countries. Finally, the Norwegian
group showed a very high degree of trust in thiicial institutions.

1.4 Germany

In Germany much of the meeting has apparently Ibeened by an on-going debate on the
juridical consequences of new security technologiese than in other countries. Germany has
a long history of discussions over data-retentiat has resulted in strict legislation in this
area. Germany is also considered to be one of tihepE€an countries with the highest
protection of privacy. The German participants tdleemost critical view on collection of data
with or without suspicion of criminal intent. Meass not based on a concrete suspicion, just
like the measures used by very intrusive secueitiriologies, are only accepted if based on a
court order.

1.5 Denmark

The Danish report suggests a general trust in tiigpinstitutions, and compared to some of
the other countries Danes only agitate for mistoasan institutional level to a lesser extent. At
the same time Denmark has not experienced a sadowosist attack, so even though Denmark
Is exposed due to the cartoon crises and partioipat the conflicts in Iraq and Afghanistan,
the Danish participants might be more critical bk tneed and effect of new security
technologies, very much like the Norwegian partas. However, contrary to the
Norwegians, the most debated issue was that of reamugveillance which appears to be the
symbol of new security technologies in the Danishate.

1.6 Austria

The Austrian group was differentiated from the otgeoups, as the participants displayed
considerable mistrust towards fellow citizens, fiwins, companies and experts as far as
taking the right decisions of security and privaisy concerned. They pointed out that
companies and experts are unlikely to present bigeopinions and work for the public best;
that politicians are too focused on the next ebectand that citizens will never reach
consensus. The Austrian participants were genevally privacy aware and sceptical towards
the need for new technologies, and they arguedtfar solutions to problems of crime.
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Chapter 2 Perceptions and Acceptance of Specific
Security Technologies

This chapter will present the attitudes towardsfed#nt groups of technologies. The
technologies are biometrics, camera surveillanc€T)), scanning technologies, locating
technologies, eavesdropping, data retention amdg@rienhancing technologies.

Obviously the different technologies received diéfg amounts of attention from the

participants and there are national differencesels People have stronger feelings — positive
and negative — about technologies they are familitir and technologies with iconic status in

the respective countries, e.g. CCTV in Denmark Badebook in Norway (see Chapter 1).
More complex technologies are usually treated gidater scepticism.

2.1 Biometrics

A considerable minority of the participants did actept facial recognition, fingerprints or iris
recognition under any circumstance. For those thaght accept some form of biometric
access control, fingerprints are the easiest tegicais recognition second and recognition of
facial characteristics the least accepted. Ongjrports and at borders would a majority accept
biometric control — a considerable group would ptde be pre-registered to have easier
access control in airports, but not in other publmsport. This was especially true for people
who travel by airplane at least once a year. Thin mancerns were data getting stolen and
function creep. Even though the participants had geoblems imagining the actual situation
of biometric control, the issues of data retentsmemed hard to comprehend, due to the
complexity of the issue. As a result central regigin of biometric data was not especially
popular. The Norwegian group was the most positbxgards these ideas and the German
group was the most negative, reflecting the difiedeasic understandings of security and
privacy among the participants in these two coanstri

2.2 Camera surveillance

One of the most debated technologies was CCTV.pthe Hungarian representatives were
very positive towards this form of surveillance, ilshthe Danes were deeply divided and
spent much time discussing it. A majority of thetjggpants welcomed CCTV in most places,
but CCTV in all public spaces and in intimate diias was deemed too privacy infringing.
Active camera surveillance could only gain somepsuf if it was ensured that no false
positives would occur and it was only implementedekposed places. There was no clear
indication whether there was general wish for m@@TV — especially the Norwegians found
it hard to consider this question, which was abftected in a general lack of debate on CCTV
at the Norwegian meeting. While there was a shasrdeption of CCTV as a good tool in
police investigation, there was a call for moreWwlamige on the actual effectiveness of CCTV.
Lack of effect was one of main arguments for thednier research in alternative solutions.

2.3 Scanning technologies

Acceptance of scanning seems to be connectedet® aituse, as it was widely accepted in
airports, but nowhere else. Commonly encounteradréng technologies such as scanning for
metal objects and x-raying of luggage are widelgepted, but newer methods like full body

scanwithoutprojection and medical scans are not well receif#dl body scamwith projection
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on a virtual mannequin got highly different respemén different countries — the Hungarian
group was by far the most positive, while the Sglarind the Austrian were the most critical.
This might be an indication of differences in basgcurity/privacy understandings between the
countries — or that the technology is hard to imagi

2.4 Locating technologies

Even though the participants widely acknowledgedpbtential of locating mobile phones and
cars for crime prevention and investigation, a dangajority of the participants would only
accept the use of these technologies based orraordar. The reason is the feeling of privacy
intrusion that these technologies generate — ttidi¢al institutions can to some extent contain
this negative effect.

eCall turned out to be an especially interestirghtelogy, as it raised a series of relevant
discussions: If the majority of the participant®sld accept eCall, its installation has to be
voluntary. This accentuates a dilemma in the chbiesveen optional security technologies
and their effectiveness — as long as eCall is optjoits effect will of course be limited.
Frequent motorists were more likely to support m#tc installation of eCall.

The attitude towards eCall was completely differehen the intended use was presented as
use in case of emergencies — then a majority stggbehe use of eCall. The intended use of
the technology, not the technology itself, deteesia substantial part of the perceived privacy
impact. The participants were very reluctant towaadtomatic fining of speeding, and a little
more positive towards using eCall to locate stolehicles. This emphasises the importance of
defining not only the general use, but also whatijg crimes the technology is supposed to
target.

Interestingly, the Norwegians were more criticavdods any form of locating technology — the
idea of being located seemed to be in greatericomfith the Norwegian participants’ concept
of privacy.

The Spanish participants were very keen on usingation technologies for private
surveillance of children and the elderly. This oéhe technology was not widely accepted by
participants at the five other interview meetings.

2.5 Eavesdropping

As with locating technologies, acceptance of eawggiing depended on the police obtaining a
court order. Even though it was broadly recognideat eavesdropping was a good tool in
police work, collectively the participants couldlypaccept eavesdropping on a suspect, not on
his or her expected contacts and even less orpalhinication lines. Again this is closely
connected to the feeling of privacy intrusion cedlaby the technologies. The feeling of
intrusion was most widespread in Germany and leaBenmark — probably as a result of the
traditional trust in governmental institutions.

2.6 Data retention

Data retention is in many ways the backbone ofratkeurity technologies, as it is the use of
the data that makes a given security technologgctifie. Consequently, data retention is
considered to be one of the potentially most pgniafringing technologies.
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A majority of the participants accepts retentiondata, scanning of data and combination of
data alike, but only if it is used in an investigatcapacity. A significantly smaller part of the

participants supports preventive use, although 8paniards and to lesser extent the
Hungarians and Norwegians are supportive of thimfof use. It should be noted that the
participants do not seem to distinguish betweesehechnologies, which indicates that the
data retention technologies are very hard to cohgoré. Also, participants make only little

distinction between terrorism and crime.

In general, it is accepted that these technolagieggood tools for the police, but this conflicts
with a strong feeling of privacy intrusion and aosfy fear of function creep initiated by

institutions or individuals. As a result about 1t ofi 7 participants would never accept data
retention, if they were to choose — more in Gernmemy less in Spain.

Governmental data retention gains more suppore-pé#rticipants were slightly more positive
than negative towards this. The most positive aaemtvere Denmark, Norway and Spain.

2.7 Privacy enhancing technologies

The participants seemed to be very unsure abowagyienhancing technologies (PET). The
technologies and especially their consequencesaaggpeo be hard to comprehend for many.
This is probably due to lack of knowledge aboutsth&chnologies. This could also explain
the fact that PET were not discussed much at atityeo$ix interview meetings.

In general, the participants argued that PET washnmeeded to preserve privacy. However,
when the discussion touched upon actual technaagid specific consequences, the support
dwindled down. Slightly more than half the partamps accepted use of encryption and
slightly less than half accepted the use of anomgraalling cards and identity management.
When it was pointed out that some technologiesdcptgvent investigation of specific crimes
such as distribution of child pornography, theyngali even less acceptance. A small group
would never accept PET under any circumstancés;dinflicted with police work.

Generally, PET had more support in Austria and Gegrthan in the rest of the participating
countries.
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Chapter 3 Participants’ Attitudes towards Privacy
and Security

Not surprisingly there was a clear overall conmetbetween the level of privacy infringement
caused by a technology and the level of acceptahttee same technology. At the same time
the six interview meetings revealed that the le¥elcceptance was determined by a number of
other factors, e.g. familiarity, site, situatiorffeetiveness of the technology, all of which
should be taken into consideration when developargl implementing new security
technologies. The specifics of these observatidgtiderdescribed in this chapter.

3.1 Nuanced attitudes among participants

It is important to emphasise that the participaaitshe six interview meetings in the six
different countries had a broad variety of opiniansl some highly nuanced attitudes towards
privacy and security. The participants showed giresight as well as willingness to discuss,
argue for their opinions and listen to and learonfrthe opinions of others. Often the
participants were confronted with dilemmas thatlehged their overall opinion and revealed
their willingness to compromise their attitudes.dAdepending on the circumstances, a
majority of the participants are willing to relingh some of their privacy in specific situations.

3.2 General attitudes and positions

Still there are tendencies that allow dividing ffeeticipants into three main groups. Based on
the answers to questions about general attitudarttsyprivacy and securftyand the analysis
in the national reports the groups can be dividetbbows:

= The biggest group is the participants that weigivgoy as an important right and are
worried about the use of security technologies thedinfringement of their privacy. This
group consists of roughly 60-70 percent of theiggdants.

= The second group is the participants who do notgdee surveillance and security
measures as something unpleasant and believe ithplementation will result in a
considerable gain in security. This group constsroughly 20-30 percent of the
participants.

= And finally there is a group of undecided particifsa who do not perceive privacy
infringement as a substantial problem in their diveut still do not support extensive
surveillance measures or use of security technedogihis group also finds that the
security-privacy dilemma is very complex and diffic Approximately 10 percent of the
participants belong to this group.

It is important to emphasise that these are rowgbgories that do not grasp the complexity
and variations of the participants’ opinions anttuades. These will be elaborated in the
following.

2 Question 15 - 20 in the questionnaire, see quesdice in annex 4 and frequency tables in annex 5
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3.2.1 Are security technologies necessary?

The question of whether the security of societgdapendent on the development and use of
security technologies divide the participants. Jugtr half the participants agree that our
security is dependent on technology. Likewise, dust half the participants agree that when
security technology is available we might as wellken use of it. The technology-positive
participants commented:

“l tend to think that whatever fosters securityakay with me. This is why | do not
understand some of the debate; why do people wibrlyere are so much bigger
dangers for mankind than giving away your data.' 5D

On the other hand, a number of participants daaosider technologies to be the right way to
protect oneself against crime and terror. Theysstteat it is more a social problem than a
technical problem and that the solution should &kssocial rather than technical. Especially
the Hungarian participants emphasised this in t@up discussions.

“The causes that generate terrorism should be abeld.” (HU)

“It is a thought of mine during the discussion, #ile governments should not be fixed
to the idea that we need new security technologiesause we have to fight crime and
terrorism. Maybe one should go back one step aght fagainst what is the real
problem, one cannot solve terrorism with x-ray aoenning alone.” (AT)

They point to education, integration and bettemeadic conditions as means to prevent crime
and terror.

Many participants across the six countries emphkdsibat it is far more important and far
more effective to look at the causes of crime adotism than to implement security
technologies as protection against terror:

“I would say in relation to security technologidsat the social climate or atmosphere
should be improved first, and it would be much nedfective and secure — if we take
this word seriously — than to set up the technaldfjjewer people have the feeling
that they have nothing to lose, then less peoplaldibe kept in check.” (HU)

Interestingly, the participants were very positiverards the technologies, if their purpose was
to prevent or help out in case of accidents. Thidicates that the feeling of privacy
infringement is strongly connected to the feelifgoeing under suspicion, not to the actual
technology.

3.2.2 Violation of privacy

Overall, a vast majority of the participants fetblat privacy should not be violated. 85 percent
of all participants agree that privacy should netvolated without reasonable suspicion of
criminal intent. The participants are aware thatuséy technologies will violate privacy to
some extent. A vast majority (80 percent) also Sfeilat it is unpleasant to be under
surveillance. These numbers indicate that partitgpan general weigh privacy higher than
security, but the group discussions reveal a mugte muanced attitude towards the balance of
security and privacy.
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“Still, I consider privacy to be a high value arfthat it may prevail public security. Not
every information that can be collected should dléected.” (DE)

“Privacy has to do with my free will, with my freecision. In the moment when | give
up a part of my privacy, | also give up part of dgcision, of my will; (...) then |
prefer more risk.” (AT)

Privacy infringing security technologies are indeexmtepted in some places and situations.
What causes disagreement among the participamtean, where and how much violation of
privacy they can accept. The participants’ have dérerse limits and attitudes towards this:

“We have to restrict our freedom in some degreleawee security.” (HU)

“I'm sitting here as a law-abiding citizen. It isagy for me to say: Just register it all,
no problem in that. But the problem is that you c¢aragine the situation where
registration could become a problem even thoug ot in connection with anything
criminal.” (DK)

Some participants also point out that the percaptiowhat violation of privacy is could vary
from individual to individual.

“(...) people participate voluntarily in “Big Brothér It is a tendency in the society
that it seems that people don't think it is thatpartant having a private sphere
anymore” (NO)

The group debate in Spain stressed the opposieg sid this rhetorical question:
“If I have nothing to hide, why should | worry?EE)
And the opposite question:
“If I have nothing to hide, why should they monitoe?” (ES)
In general, a majority of the participants seemgrioritise privacy high, but even for this
majority there are definitely situations and plavd®re security is more important. This will

be elaborated below.

3.2.3 The perception of danger

A crucial part of the discussion on security tedbgi®s concerns the definition of what one
seeks to be protected from. What characterisedémger? How big is this threat? Some
participants came up with some interesting answers:

“The biggest problem in Norway today is traffic atents and heart attacks” (NO)
“Executives were talking about the danger of teisor, because it was their interest,
but it's terribly destructive. Because a lot of pkpare really afraid. Presently,

Hungary doesn’t really have to be afraid of tersmi.” (HU)

However, most of the participants in the six costdid see the threat of crime and terror as
big enough to justify some security measures aodni@ogies. The question, then, is what
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kind of crime and terror can justify security me@suand violation of privacy. The participants
often distinguish between terror, serious crime peitly crime and there is no doubt that while
terror and serious crime for most participants petify some privacy infringement, petty
crime, e.g. speeding and shoplifting, cannot.

In Spain, the participants pointed to gender vioéeand other ‘serious crime’ as the most
legitimate targets of security technologies, wiiile Austrian participants find neighbourhood
protection more important than protection agaiesiorism. In most countries criminals were
considered as a bigger threat than terrorists. éamwmdy, Denmark, Austria and Hungary
terrorist attacks were not considered a big threat.

3.3 Familiarity reduces critical attitudes

The debate in most of the group discussions atsikeinterview meetings shows that
familiarity makes the participants less criticalverds the technologies. When the participants
are familiar with a certain technology — or thehtealogy in certain situations or places — they
feel more comfortable with this technology.

This is also indicated by the fact that the mosegated technologies are also the most familiar.
This goes for CCTV surveillance, which is widespreand familiar from many places and
situations, and certain kinds of scanning, prilgakhown from airports. Once a security
technology has become part of the routine in aenpéaces or situations, people seem to stop
thinking about the existence of this technology tralevel of acceptance is increased as well.

One exception from this is the Spanish interviewetimg where the participants who were
more familiar security technologies in relationttavelling and communication technologies
had the highest level of awareness of the impbeoatiof security technologies and also were
the most critical.

3.4 Taking effectiveness into consideration

The effectiveness of security technologies hassdexinfluence on the degree of acceptance
the technology receives among the participants.€ffext of security technologies must be in
proportion with the privacy infringements.

The participants question the effectiveness of itydechnologies. Approximately 70 percent
of the participants in the six countries completetypartly agree to the statement that many
security technologies do not really increase sggubut are only being applied to show that
something is being done to fight terror. The tedbgies are simply implemented for political
reasons.

“For instance this data retention (...) the guy wtrashed with the plane (reference to
the 9/11) (...) what was contained in his databaBe&t he had studied as an aviator?
And so what? This is not dangerous, they can gairat it and this is why | think this
technology doesn’t lead anywhere.” (ES)

Especially the promise of prevention of terrorigyatérs scepticism among the participants. On
the other hand, there is widespread belief in tivestigative effect of security technologies,
e.g. CCTV. So while the participants do not thimchnologies will be able to prevent
terrorism, many participants find the technolodgiesbe a good tool in the investigation of
terror and crime.
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“The problem is that even if you put up more andencameras you will not have
enough personnel to watch them all, and people kiatv So | think it is a kind of
pseudo-security.” (DE)

Yes, but it gives the opportunity to determinepbgpetrator afterwards, even if you
cannot prevent the crime.” (DE)

When it comes to the effect on crime, some paditip argue that the technologies have no
effect on crime or just move it to a different aréey argue that security technologies only
give false security:

“l actually think it gives a high degree of falsecsirity. | think it is really a bit
worrying. It's a little bit to please the old ladi€...)” (DK)

“(...) crime rates are decreasing where surveillancemeras are deployed, the
problem however is, that the whole thing is mowogewhere else...” (AT)

At the same time, however, to many participant$nany crime seems to be a greater cause for
concern than terror. The Spanish participants wereh worried about domestic violence, and

the possibility of preventing it by using securigchnologies — e.g. CCTV — was debated in

the Spanish group discussions.

A minority of the participants showed more faithtive effectiveness of the technologies and
found that the technologies make them feel moreirsedt the group interviews in all six
countries there were participants who expressefbiel the preventive effect of security
technologies, especially on crimes like violence Hreft.

“I'm surprised that you assume that there is mistrtowards the surveillance society.
I'm very surprised. | feel very comfortable, if thés surveillance.” (DK)

“Personally | want it to be a lot of surveillancég!..) | really can’t understand why
people fear to be monitored in their own countryhigy didn't do anything wrong.”
(NO)

Overall, the group discussions in all of the sixitvies reveal that the effectiveness of the

technologies is a key factor. Technologies thatareidered effective in preventing crime and

terror have much higher degree of acceptance. Sameipants even suggested speeding up
the research process in order to develop bettermemd effective security technologies.

3.5 Security technology is more accepted in ‘danger spots’

Some situations and places are considered mor@bkuitor implementation of new security
technologies. One possible reason for this is tikease situations and places are considered
more vulnerable and exposed when it comes to caimaeterror.

“There are places, dark places, where | would d&t it feels good to see a camera at
use there; whether it is turned on or not, | dokftow, but at some places it can
facilitate a feeling of security.” (DE)
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“I am very ambivalent in these affairs. On the drand, | have the impression they
deploy it excessively, on the other hand, at spegifaces (...) | consider it as
justified.” (AT)

The best examples of ‘danger spots’ are probabhpgis. An airplane is a confined space with
no escape where the consequences of terrorisny easilbe very severe. It is illustrative that
90 percent of the participants can accept CCTVesllance in airports. Also banks, stations
and sports arenas are places where more tharegifarticipants can accept CCTV, while in
the other end dressing rooms are places whereikamee is unacceptable to the vast majority.

In these “danger spots” security technologies, saslscanning and surveillance, are often
already implemented. Consequently, the participargsfamiliar with security technologies in
these situations. Therefore the high acceptanseairity in some areas, e.g. airports, could
also be explained by the familiarity with the teclogies in these places.

3.6 Acceptance is dependent on convenience

Not surprisingly, the acceptance of security tetdup depends on the feeling of loss or gain
of convenience. Technologies that are imaginedtedny inconvenient are not as accepted:

“It would have enormous consequences if you wergeturity check all passengers
going to work and changing trains at the main stati (DK)

On the other hand, this also means that secugtyntdogies that hold the potential for a high
gain of convenience can be accepted to a higherededhis support, however, is mainly
found among people who are generally not sceptmabrds security technologies or have
more convenience to gain, since they may inter@tttive technology on a regular basis.

3.7 Little acceptance of physically intimate techno logies

There are signs of some ’'natural’ barriers to pyvadVhen the naked machine is considered to
be unacceptable by the majority of participantsemviris recognition is preferred over facial
recognition and when data mining encounters a liggree of resistance, the apparent
conclusion is that the personal space is violage®n though the technology is considered
effective and the handling trustworthy. Technolsgteat target the body and are able to
recreate a recognisable identity provoke feelinfjsntsusion, which is not the case when
security technologies only have a public gaze, @$\C

The participants expressed it tersely and clearly:
“Not inside my intimate sphere!” (DK)

“In addition, to transilluminate, to go through thiegody, this is also ethically very
dubious.” (AT)

One participant had experienced the naked macmdeaid:
“You did really not feel comfortable by passingatgh” (NO)

It is notable that the concept of intimacy can viaoyn individual to individual — and between
countries — even though it cannot be analysed trerdata from the interview meetings. It is
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also worth noticing that some technologies are idensd less invasive even though they are
actually much more invasive. This goes for irisogration, which makes it possible to detect
certain diseases, that is not considered to beiescy infringing as facial recognition. This
can be explained by the lack of knowledge aboethriology such as iris recognition.

3.8 lIrreversibility of implemented security technol ogies

Hungarian and Danish participants emphasised tha Becurity technology has been
developed, it is there to stay and at some pomilitalso be taken into use — and perhaps not
the way it was intended. One participant compdresthe atomic bomb:

“It is like preventing the a-bomb. Once it has béevented it is very difficult to keep
preventing it. Some day it will show up in a pladeere it wasn’t supposed to be.”
(DK)

“We should not imagine that even if in the courdetime a specific security
technology turns out to be ineffective or not neapg that this measure or technology
will be revoked.” (DE)

The irreversibility of the technologies suggests implementing new technologies should be
based on extensive consideration.

3.9 Security technologies will be abused

There is a strong conviction among the participamtd! of the six countries that new security
technologies will be abused. In Spain for examfie, participants explicitly expressed their
concern that security technologies can be useddimmercial purposes or political control.

“Definitely. Abuse is written in big letters aboiteAbove each advantage.” (AT)

3.9.1 Mistrustin institutions

More than 60 percent of the participants in the ebuntries believe that new security
technologies are likely to be abused by governmegeancies and almost 90 percent believe
that criminals will abuse them. Especially Hungariparticipants are sceptical towards
governmental institutions and expect misuse froedtate. This could be understood on the
background of the former socialist regime in Huggethere citizens’ privacy rights were
infringed considerably.

“These systems, here in Hungary, don’t work the asmyhey should work.” (HU)

The biggest concern for the participants seemsetdhbt commercial interests will misuse
information and data collected via security tecbgas.

“All technology can be misused anyway. So theré lvél persons that try to exploit
this.” (NO)

“Private companies, | think they can be interesiadbiometrics in order to know
consumption habits.” (ES)
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3.9.2 Fear of function creep

The fear of misuse is often a fear of ‘functionepe— that the technologies or data will be
used for other purposes than originally intendedthis way there is a close connection
between the feeling of privacy intrusion and thustin the institutions that control the security
technologies.

“What really bothers me about these monster-databds that the data can be used
for other purposes, which have nothing to do whthihitial purpose.” (DE)

“These technologies should not be used for purpastsrent from those that are
officially established, that is the security of tile citizens” (ES)

Advanced security technologies often hold the pisksibility of function creep.

3.9.3 Theindividual controlling the technology is crucial

One thing that many participants across the sitas find problematic is the individual
controlling the technologies. There is a widespreatcern among the participants about who
has access to information and data from securityntglogies and what they can use it for.

“There is just this one shag in it, that there goeople sitting on the other side of the
technology controlling it. And everybody knows wingbpens to people when they get
power. Power corrupts!” (DK)

Especially Danish and German participants are aoece about the insight given to
individuals who have access to data collected fresourity technologies. But also the
Norwegian and Spanish participants mentioned thisideration.

“Whenever humans are operating systems or if somean gain personal advantage,
you have to expect misuse.” (DE)

“Then as far as possible you have to guard agamistuse. Individuals should have as
little power in the system as possible.” (DK)

“I don’t mind collection of data. But what happetws them, and who get access to
them is the most important question.” (NO)

“I believe that they should be careful about whgasng to have access to our data, to
all our data, to all our private things.” (ES)

The Spanish participants also expressed anxietthiocompetence of the people controlling
the technologies

“I don’t know how many of these CCTV cameras aterated by security guards,
which is a job like many others. | mean, it doe$ emtail special requirements. |
mean, if you spend your time monitoring people ymd have to decide whether any
person is showing “strange” behaviour, you readlgdhto have some knowledge about
peoples’ attitudes.” (ES)

In Hungary there seemed to be a more widespreadrustistowards the governmental
institutions in general, including the bureaucrats.
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However, many participants acknowledge that witbhper control exercised by competent
authorities these technologies may indeed imprdne lével of security in given areas of
people’s lives. The Norwegian participants reveaegry high degree of trust in the state.

3.9.4 Court orders make a difference

Some security technologies have a built-in conflithe vast majority of the participants
consider them both a good tool for police in préienand investigation of crime and terror
and at the same time they find them to be veryagsivinfringing. This goes especially for
eavesdropping and location technologies and to sodsnt also data retention. For the use of
these technologies the participants stress therbaopae of a court order:

“It makes a huge difference if the police, no nratthat they do to me, if they get a
court order first. Then it might be that sometinteere is a judge saying yes to
everything, but anyway it has been by a judge, thed | can feel the tripartition of
power and then | feel more comfortable.” (DK)

In general, the questionnaire reveals that appratdiy 80 percent finds police use of these
privacy-infringing technologies acceptable, ifsthased on a court order, while only about 10
percent can accept it without a court order.

3.10 Private surveillance

At many of the six interview meetings private sillgace was stressed as something
particularly interesting — but for different reasomanish participants feel offended by the
possibility of private surveillance, even thouglivate surveillance of children or the elderly
could help protect them. Also Hungarian and Auastriparticipants opposed private
surveillance.

At the Spanish interview meeting the participardskt the opposite position: That the
technology could be helpful especially in relatit;m surveillance of children but also the
elderly. Additionally, they argued that private \&itlance could help prevent and investigate
theft and gender violence. Some suggested ingalli®TV at main entrance doors.



Page 24 Dn

Chapter 4 Views on Democracy and Regulation

4.1 Democracy and participation

The participants in the interview meetings in tlve countries were also confronted with
democratic issues concerning the development anglementation of new security
technologies.

4.1.1 Involve the citizens in important questions

Continuous information and public transparency eoniig the reasoning behind and
consequences of implementation of new security neldgies is crucial to the public
legitimisation of these technologies. 90 percenth& participants across the six countries
believe that politicians must always submit impottguestions to public debate and public
hearings before making decisions on implementing security technologies. On the contrary
only a small minority finds the issues of secudtyd privacy to be too complicated to include
the general public.

Some participants argue that the people who aneggm live with the technology must be
heard before the technology is implemented:

“Because if things go wrong these are the people ate going to suffer from their
consequences, both negative and positive ones)’ (ES

The small minority who did not think the generabfc should be involved in decisions about
security and privacy argued:

“(...) | believe that the ordinary citizens... that weuld never reach consensus on
these measures, never.” (ES)

Because of the high dropout rate, the registereticjpemnts for the Austrian meeting that did
not show up were asked why afterwards. It is notdwothat many of them they stated that
they felt the issues at stake was too complextfemtto discuss.

4.1.2 Let politicians decide after public debate

The group debate revealed that most participamtssadhe six countries argued for an open
debate, information and a transparent decision mggitocess in which politicians listen to the
voice of the public. In Germany and Denmark thdipi@ants argued for leaving the decision
making to the politicians once the public opini@stbeen heard:

“After a broad public debate it would be reasonablethe politicians made the
decisions. That is our democracy.” (DK)

“Politicians will represent the opinion of the pufal’ (DE)

The Norwegian participants also emphasised the fareidvolvement of the public on other
grounds than pragmatic:

“This is not only something to understand, thial®ut values.” (NO)
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Overall, the participants wanted public involvemantl transparent decision-making.

4.1.3 Demands for the decision-making process

More than 90 percent of the participants believat thuman rights organisations are always
entitled to be heard when important decisions ooursy and privacy are made. The
participants see human rights organisations asespad&n for individual privacy.

It is also remarkable that not one participantlirsi countries disagrees with the statement
that it is imperative to elucidate and include ralggive solutions in the debate as part of the
decision making process. This indicates that thdigi@ants prefer a non-technological
solution instead of implementation of security tealogies if possible. As one participant puts
it:

“If you had two policemen patrolling, going aroumdhistling, right. That would be ten
times more effective than a video camera.” (DK)

The participants were more divided about whetheintbude private producers of security
technologies in the decision-making process. Littigre than half the participants across the
six countries thinks that producers should be wetlbecause of their expert knowledge, but
many were more critical towards the involvement mfivate producers of security
technologies:

“One must not forget that there is economic lobbiiibhd the whole thing.” (AT)

On the other hand, there was broad consensus oivimy experts in the debate and taking
decisions on a background of scientific analysis.

“l think it is important to include experts. Citize cannot follow what it is all about.”
(DE)

“Scientists who can explain it well, understanddblythe average people. Not the
politicians ... People should be also asked, butiitipossible to ask everybody. But
they must be informed.” (HU)

“The experts have to be listened to and it shoddaken into consideration what they
confirmedly say.” (HU)

4.2 Proposals for privacy enhancing use of security technology

At the end of the questionnaire the participantsevasked to evaluate the importance of four
proposals for privacy enhancing use of securithnietogies. In general, the participants found
all of the four proposals to be important. The jsgs were evaluated as shown in the
following table.
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Proposal High Some Little Not Don't
import. import. import. import. know

Collection of personal data from unsuspicious 127 19 5 3 4
individuals must be anonymous until
identification is authorised by court order

Only authorized personnel shall have accessto 148 9 0 0 1
collected personal data

Prior to implementing, new security 127 26 2 0 3
technologies must be checked for privacy

impact

Funding of research projects on new security 100 31 13 5 9

technologies should be dependent on a
thorough analysis of privacy impacts

The proposal that was evaluated as being most tamioby the participants was that only
authorised personnel should have access to callel@t. This proposal meets the concerns
that many participants expressed about the indalgbehind the technology and the personal
information these individuals will be handling. TBpanish participants also emphasised the
need for improving the morality of these individsial

The two proposals about anonymous data and theogabmbout a privacy check before
implementation were both evaluated as importantwval, while the last proposal about
research funding was evaluated as the least impoofathe four proposals. In the Danish
group interview, though, the possibility of regirgtthe development was mentioned:

“Like you try to regulate companies, e.g. no padat(...) In the same way it must be
possible to make some demands to companies dengkgxurity technologies.” (DK)

Aside from the proposals with which the particigantere confronted, they themselves made
some proposals on how to enhance privacy in thefusecurity technologies.

4.3 Develop alternative solutions

From the Hungarian participants came the suggedtotest new security technologies on
members of the parliament before it is implement&de Hungarian participants also
emphasised the need to add focus on the causesrof and to fight them by means of
education, integration and social equality instefidnplementing security technologies.

Both in Denmark and Austria the participants sugdesing more security personnel, e.g.
more policemen, instead of implementing securithit®logies.
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“I believe it would be better, if police forces wepresent, who could prevent that an
attack from the outset.” (AT)

4.4 The dilemma of optional use of technology

Through the meetings it became clear that everysvherertain minority was not willing to be
subjected to new security technologies, especitiligey had a choice. There will also be a
small group of people who are not capable of usiregtechnologies; this could be workers
whose fingerprints can no longer be read by a sraiine participants were aware of this, and
they were asked about the rights of the peopleabt# to or not willing to use new security
technologies. The participants are reluctant teepicthat people who are not able to or not
willing to use new security technologies are dismated in the public system. Slightly less
than half of the participants will not accegty consequences for these two groups.

If this demand should be met, security technologiesld have to be optional. This, however,
presents a dilemma — when some people can legadig &he technologies, the effectiveness
of the technologies may be minimised drasticallyf lbompulsory exposure to security
technologies will be at odds with the democratimimmn.

The Spaniards were very aware of this problem @ir ttiscussion. Around 80 percent of the
Norwegians were in favour of forcing the objecttraccept new security technologies, whilst
fewer than 40 percent the Austrians and Hungaraers willing to do this.



